Unit-1.0: Introduction to Embedded Systems: Definition of Embedded System, Embedded
Systems vs General Computing Systems, History, Classification, Major Application Areas,
Purpose, Characteristics and Quality Attributes of Embedded Systems.

1. Definition of Embedded System

e An embedded system is a combination of hardware and software designed to perform a
specific, dedicated function.

e Unlike general-purpose computers, embedded systems are optimized for efficiency,
reliability, and real-time performance.

o Examples: microwave ovens, washing machines, automotive control units, medical
devices.

2. Embedded Systems vs General Computing Systems
e General Computing Systems (like PCs, laptops):
o Designed for multiple tasks.
o Flexible, with operating systems supporting diverse applications.
e Embedded Systems:
o Task-specific, often with limited user interfaces.
o Prioritize real-time performance, low power consumption, and reliability.

3. History of Embedded Systems

1970s: First embedded systems appeared in industrial controllers and calculators.

1980s-1990s: Growth in consumer electronics (VCRs, gaming consoles).

2000s onward: Integration into smartphones, loT devices, and smart appliances.

Today, embedded systems are everywhere—from cars to medical equipment.
4. Classification of Embedded Systems
e Based on Performance:
o Real-time systems (e.g., airbag controllers).
o Stand-alone systems (e.g., digital cameras).

e Based on Microcontroller Use:



o Small-scale (8-bit controllers).
o Medium-scale (16-bit controllers).
o Large-scale (32-bit or more, used in complex systems like aircraft).
5. Major Application Areas
e Automotive: Engine control, ABS, airbags.
e Consumer Electronics: TVs, washing machines, smartphones.
e Medical Devices: Pacemakers, diagnostic equipment.
¢ Industrial Automation: Robotics, process controllers.
¢ Telecommunications: Routers, mobile base stations.
6. Purpose of Embedded Systems
¢ To control, monitor, or assist the operation of equipment.
e Provide automation, efficiency, and safety in everyday devices.
e Often invisible to users but critical for functionality.
7. Characteristics of Embedded Systems
e Dedicated Functionality: Designed for one main task.
o Real-time Operation: Must respond instantly to inputs.
e Resource Constraints: Limited memory, processing power.
¢ Reliability & Stability: Must work continuously without failure.
e Low Power Consumption: Essential for portable devices.
8. Quality Attributes of Embedded Systems
e Performance: Fast response and efficient execution.

e Security: Protection against cyber threats (especially relevant in Cyber Security
specialization).

o Maintainability: Easy to update or repair.
e Scalability: Ability to adapt to new requirements.

e Cost-effectiveness: Optimized design for affordability.



In summary: This unit lays the groundwork for understanding embedded systems by
covering their definition, differences from general computing, historical evolution,
classifications, applications, and the qualities that make them reliable. These concepts are
crucial for Cyber Security students, as many modern security challenges involve protecting
embedded devices in loT, automotive, and medical domains.

Core of Embedded System

e The core is the central processing element that executes instructions and controls the

system.
e |tcan be:

o Microcontroller (MCU): Combines CPU, memory, and peripherals in one chip.
Ideal for small, cost-effective systems.

o Microprocessor (MPU): More powerful, often used in complex systems requiring

higher computing power.

o Digital Signal Processor (DSP): Specialized for fast mathematical operations,

common in audio/video processing.

e The choice of core depends on the application’s complexity, performance needs, and

cost constraints.
General Purpose vs Domain-Specific Processors
e General Purpose Processors (GPPs):
o Examples: ARM Cortex-A, Intel x86.
o Flexible, can run multiple applications.
o Used in smartphones, tablets, and loT gateways.
e Domain-Specific Processors (DSPs, GPUs, NPUs):

o Tailored for specific tasks like signal processing, graphics rendering, or Al

inference.
o Provide higher efficiency and performance for specialized workloads.

o Example: GPUs in embedded vision systems, DSPs in audio devices.



‘5@ ASICs (Application-Specific Integrated Circuits)
e Custom-designed chips optimized for a particular function.
e Advantages:
o High performance and efficiency.
o Lower power consumption compared to general-purpose processors.
o Disadvantages:
o Expensive to design and manufacture.
o Lack flexibility—cannot be repurposed easily.
e Example: ASICs in cryptocurrency mining rigs or automotive control units.
B4 PLDs (Programmable Logic Devices)
e Chips that can be programmed to perform specific logic functions.
e Types:

o FPGA (Field Programmable Gate Array): Highly flexible, reconfigurable, used in
prototyping and specialized applications.

o CPLD (Complex Programmable Logic Device): Smaller scale, used for simpler
logic tasks.

e Advantage: Can be reprogrammed even after deployment.
e Example: FPGAs in aerospace systems or real-time video processing.
@ Commercial Off-The-Shelf Components (COTS)
e Ready-made hardware modules available in the market.
o Examples: Raspberry Pi boards, Arduino kits, Wi-Fi modules, sensors.
e Benefits:
o Cost-effective and quick to deploy.
o Reduce development time.
o Drawback: May not be optimized for specific performance or reliability needs.

e Widely used in prototyping, educational projects, and even industrial systems when
time-to-market is critical.



Summary

Unit 2.0 emphasizes that embedded system hardware can range from general-purpose
processors to specialized ASICs and PLDs, with COTS components providing rapid prototyping
options. The choice depends on balancing performance, cost, flexibility, and reliability.

This foundation prepares you to understand how hardware decisions directly impact the
efficiency and security of embedded systems—especially relevant in Cyber Security, where
hardware vulnerabilities (like side-channel attacks) can be exploited.

ﬂ Memory
1. ROM (Read-Only Memory)

Non-volatile: retains data even when power is off.

Stores firmware (the permanent program that runs the device).

Types: PROM, EPROM, EEPROM, Flash memory.

Example: BIOS in computers, firmware in washing machines.

2. RAM (Random Access Memory)

Volatile: data is lost when power is off.

Used for temporary storage during program execution.

Types: SRAM (fast, expensive), DRAM (slower, cheaper).

Example: buffering video in a smart TV.
3. Memory Interface

e The connection between the processor and memory.

Determines speed and efficiency of data transfer.

Includes buses, controllers, and protocols.

Example: DDR interfaces in modern embedded boards.
4. Memory Shadowing

e Technique where ROM contents are copied into faster RAM during startup.



e Improves execution speed since RAM is faster than ROM.
e Common in systems needing quick boot-up and performance.
5. Memory Selection
¢ Choosing the right type of memory based on:
o Cost (Flash vs EEPROM).
o Speed (SRAM vs DRAM).
o Capacity (large storage vs small control memory).
e Critical for balancing performance and budget in embedded design.
Sensors and Actuators

e Sensors: Input devices that detect physical phenomena (temperature, light, pressure,
motion).

o Example: Accelerometer in smartphones.
e Actuators: Output devices that act on the environment (motors, speakers, LEDs).
o Example: Motor in a robotic arm.
o Together, they enable embedded systems to interact with the real world.
Communication Interfaces
1. Onboard Interfaces
e Internal communication between components.
e Examples:
o IC (Inter-Integrated Circuit): Simple, two-wire communication for sensors.
o SPI (Serial Peripheral Interface): Fast, used for memory chips and displays.

o UART (Universal Asynchronous Receiver-Transmitter): Common for debugging
and serial communication.

2. External Interfaces
e Connect embedded systems to other devices or networks.

e Examples:



o USB: Universal connection for peripherals.
o Ethernet/Wi-Fi: Networking and internet connectivity.
o Bluetooth/Zigbee: Wireless communication for loT devices.
o CAN Bus: Automotive communication between control units.
Summary
Unit 3.0 teaches that:
e Memory is the backbone for storing instructions and data.
e Sensors and actuators allow embedded systems to sense and act in the physical world.

o Communication interfaces enable interaction both inside the system and with external
devices.

This knowledge is crucial for Cyber Security students because vulnerabilities often arise in these
areas—for example, insecure memory handling, sensor spoofing, or weak communication
protocols.

% Reset Circuit
e Ensures the system starts in a known, stable state when powered on or restarted.
e Clears registers, initializes memory, and sets the processor to a defined starting point.
e Prevents unpredictable behavior after power glitches or crashes.
Brown-out Protection Circuit
e Protects the system when supply voltage drops below a safe threshold.
e Prevents the processor from executing faulty instructions due to insufficient voltage.
e Common in battery-powered devices to avoid corruption of memory or firmware.
¢) Oscillator Unit
e Provides the clock signal that drives the processor and other components.
e Determines the speed of execution (frequency).

e Can be:



o Crystal oscillators (high precision).
o RC oscillators (low cost, less accurate).
e Essential for timing-sensitive applications like communication protocols.
@ Real-Time Clock (RTC)
e Adedicated clock module that keeps track of actual calendar time.
e Runs independently, often powered by a small battery.

e Used in systems needing timestamps, alarms, or scheduling (e.g., smart meters, data
loggers).

£) Watchdog Timer

e A safety mechanism that resets the system if the software hangs or enters an infinite
loop.

e The program must periodically “kick” or reset the watchdog to prove it’s running
correctly.

e Prevents system lockups in critical applications like medical devices or automotive
systems.

@ Embedded Firmware Design Approaches

1. Bare-Metal Programming
o Direct coding without an operating system.
o Efficient but harder to manage for complex systems.
o Example: Arduino sketches.

2. RTOS-Based Design (Real-Time Operating System)
o Provides task scheduling, resource management, and predictable timing.
o Suitable for complex, multi-tasking systems.
o Example: FreeRTOS, VxWorks.

3. Middleware/Frameworks
o Libraries and frameworks that simplify development.

o Example: loT frameworks for sensor integration.



/M Development Languages
e C: Most common, efficient, close to hardware.
e C++: Adds object-oriented features, useful for larger projects.
e Assembly: Used for performance-critical or hardware-specific code.

e Python/JavaScript (MicroPython, NodeMCU): Increasingly used in loT prototyping for
ease of development.

Summary

Unit 4.0 emphasizes the hardware safety circuits (reset, brown-out, watchdog) and
timekeeping units (oscillator, RTC) that ensure reliable operation, alongside firmware design
approaches and languages that define how embedded systems are programmed. Together, they
form the backbone of dependable embedded devices.

@ Operating System Basics

e An Operating System (0S) is software that manages hardware resources and provides
services for applications.

e Inembedded systems, the OS ensures tasks run predictably and efficiently, often with
strict timing requirements.

[7 Types of Operating Systems
1. General-Purpose OS
o Examples: Windows, Linux, macOS.
o Designed for flexibility and multitasking across diverse applications.
o Not always suitable for real-time constraints.
2. Real-Time Operating System (RTOS)
o Examples: FreeRTOS, VxWorks, QNX.
o Designed for deterministic behavior—tasks must execute within strict deadlines.
o Used in automotive, aerospace, medical devices, and loT systems.
Tasks, Processes, and Threads

e Task: A unit of work scheduled by the OS (e.g., reading sensor data).



e Process: An executing program with its own memory space.
e Thread: A lightweight unit within a process, sharing memory but running independently.

e Embedded systems often use tasks/threads to split responsibilities (e.g., one thread for
communication, another for control).

45> Multiprocessing
e Running multiple processors or cores simultaneously.
e Improves performance and parallelism.

e Example: Dual-core microcontrollers handling communication and computation
separately.

Multitasking
e Running multiple tasks concurrently.
e Two types:
o Cooperative multitasking: Tasks voluntarily yield control.

o Preemptive multitasking: OS interrupts tasks to switch context, ensuring fairness
and responsiveness.

[©] Task Scheduling
e Determines the order and timing of task execution.
e Common algorithms:
o Round Robin: Each task gets equal time slices.
o Priority Scheduling: Higher-priority tasks run first.
o Rate Monotonic Scheduling (RMS): Fixed priority based on task frequency.
o Earliest Deadline First (EDF): Tasks scheduled by closest deadline.

e Critical in real-time systems where missing deadlines can cause failures (e.g., airbag
deployment).

Task Communication and Synchronization
e Communication: Tasks exchange data using:

o Message queues



o Shared memory
o Signals
e Synchronization: Ensures tasks don’t conflict when accessing shared resources.
o Mutex (mutual exclusion)
o Semaphores
o Event flags

e Prevents race conditions and ensures data consistency.

Summary

Unit 5.0 teaches that embedded systems rely on RTOS and task management to handle
multiple operations reliably. Concepts like tasks, threads, scheduling, and synchronization

ensure systems remain responsive, efficient, and safe.

For Cyber Security students, this is crucial because attackers often exploit poor scheduling, race
conditions, or weak synchronization to compromise embedded systems. Understanding RTOS
fundamentals helps in designing secure, resilient, and predictable systems.

¥, Device Drivers

e Software modules that allow the operating system or firmware to communicate with
hardware components (sensors, actuators, communication interfaces).

e Abstract hardware complexity, providing a standardized interface for applications.
e Example: A driver for an IC temperature sensor.
@ Choosing an RTOS
¢ Selecting the right Real-Time Operating System depends on:
o Application requirements (hard vs soft real-time).
o Resource constraints (memory, CPU).
o Ecosystem support (libraries, community).

e Examples: FreeRTOS (lightweight), QNX (robust for automotive), VxWorks (aerospace).



Integration of Hardware and Firmware

e Ensuring hardware components (processors, sensors, communication modules) work
seamlessly with firmware.

e Requires careful mapping of hardware registers, interrupts, and timing constraints.
e Example: Integrating a GPS module with firmware for a navigation system.
8@ Board Bring-up
e The process of powering up a new hardware board for the first time.
e Steps include:
o Checking power supply and reset circuits.
o Verifying clock signals.
o Running basic firmware to test peripherals.
e Critical for validating hardware design before full software deployment.
/M IDE (Integrated Development Environment)
e Tools that provide a workspace for writing, compiling, and debugging embedded code.
e Examples: Keil uVision, MPLAB X, Eclipse with embedded plugins.
o Features: Code editor, compiler, debugger, project management.
[T Cross Compilation Files
e Embedded systems often use processors different from desktop PCs.

e Cross-compilation: Compiling code on a host machine (PC) to run on target hardware
(microcontroller).

e Requires toolchains (compiler, linker, assembler) specific to the target architecture.
& Simulators

e Software tools that mimic hardware behavior.

e Allow testing firmware without physical hardware.

e Useful for early development and debugging logic errors.

& Emulators



e Hardware or software that replicates the target system environment more accurately
than simulators.

e Example: JTAG-based emulators for microcontrollers.
e Provide deeper insights into timing and hardware-specific behavior.
* Debugging
e Identifying and fixing errors in firmware or hardware integration.
e Techniques include:
o Breakpoints
o Step-by-step execution
o Logging and tracing
o Essential for ensuring reliability.
Q Target Hardware Debugging
e Debugging directly on the actual embedded hardware.
e Tools: JTAG, SWD (Serial Wire Debug).
e Allows developers to inspect registers, memory, and real-time execution.
% Boundary Scan
o Atesting technique using JTAG to check interconnections between chips on a board.
e Detects faults like open circuits or short circuits without physical probes.
e Widely used in manufacturing for quality assurance.
Summary

Unit 6.0 emphasizes the development lifecycle of embedded systems—from writing device
drivers and choosing an RTOS, to integrating hardware and firmware, bringing up boards, and
testing with simulators, emulators, and debugging tools. Boundary scan ensures hardware
reliability at the manufacturing stage.



