
Simplified Data Encryption Standard (S-DES) is a simple version of the DES Algorithm.

 It is similar to the DES algorithm but is a smaller algorithm and has fewer parameters 
than DES.

 It was made for educational purposes so that understanding DES would become 
simpler. It is a block cipher that takes a block of plain text and converts it into 
ciphertext. It takes a block of 8 bit.









What is a block cipher?



Electronic codebook (ECB) mode. ECB mode is used to electronically code messages as 
their plaintext form. It is the simplest of all block cipher modes of operation. It does not 
add any randomness to the key stream, and it is the only mode that can be used to 
encrypt a single-bit stream. This means that each plaintext symbol, such as a character 
from the plaintext alphabet, is converted into a ciphertext symbol using the cipher's key 
and a substitution alphabet. Each plaintext block is encrypted independently of all the 
other blocks.

Cipher block chaining (CBC) mode. CBC mode is a method of encrypting data that 
ensures that each block of plaintext is combined with the previous ciphertext block 
before being encrypted.
This is done to ensure that each block of the ciphertext is dependent on all of the 
previous blocks. Each plaintext block is XORed (exclusive OR) with the previous previous blocks. Each plaintext block is XORed (exclusive OR) with the previous 
ciphertext block before being encrypted with the cipher algorithm. CBC mode is used 
in a variety of security applications.

Ciphertext feedback (CFB) mode. In contrast to CBC mode, which encrypts a set number 
of bits of plaintext at a time, it is sometimes necessary to encrypt and transfer plaintext 
values instantly, one at a time.

Output feedback (OFB) mode. OFB mode can be used with any block cipher and is 
similar in some respects to CBC mode. It uses a feedback mechanism, but instead of 
XORing the previous block of ciphertext with the plaintext before encryption, in OFB 
mode, the previous block of ciphertext is XORed with the plaintext after it is encrypted.



Counter (CTR) mode. CTR mode uses a block chaining mode of encryption as a building 
block. The process of encrypting data is performed by XORing the plaintext with a 
sequence of pseudorandom values, each of which is generated from the ciphertext using 
a feedback function. The CTR encryption process can be visualized as a series of XORs 
between blocks of plaintext and corresponding blocks of ciphertext.

The Data Encryption Standard 







Cryptanalysis is the process of transforming or decoding communications from 
non-readable to readable format without having access to the real key.
 OR we may say it is the technique of retrieving the plain text of the communication 
without having access to the key.
 Cryptoanalysis is the art, science, or practice of decrypting encrypted messages.

Cryptanalysis








